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Overview

The Advanced Simulator Driver plugs into the industrial-based OPC server, which supplies reliable data
access to any HMI, SCADA, Historian or Enterprise application supporting OPC, DDE, FastDDE and SuiteLink.
The Advanced Simulator Driver provides single-point access to multiple ODBC data sources via ODBC. It
simulates live data by traversing through all the records in a selected table at a rate set by the user.

For information on general server topics, refer to the OPC server's help documentation.

External Dependencies

This driver has external dependencies. It requires Microsoft Data Access Components (MDAC), which
consist of several core components that provide various database technologies (including ODBC and its
drivers).
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Setup

Supported ODBC Data Sources

The Advanced Simulator Driver supports any ODBC-compliant data source, including the following:

Microsoft Access
Microsoft SQL
MySQL*

Oracle

Sybase

*If the project uses a MySQL data source, select MySQL from the Model drop-down list when creating a
device. The driver will accommodate the MySQL-specific data handling requirements. Users should make
sure that the MyODBC driver is installed for the PC that is running the OPC server.

Note: The Advanced Simulator Driver also supports the following:

» Multiple connection sessions to multiple ODBC data sources

« Automatic tag generation from the ODBC data source

. OPCDA

« Drag and drop editing

« CSVimport and export for easy manipulation of many tags

« New tags that can be added to the application at any time (including Runtime)
« Running as a Windows NT Service

Communication Protocol
ODBC API

Maximum Channels and Devices

The maximum number of channels supported by this driver is 100. The maximum number of devices is 4096
per channel.

Channel Properties - General

This server supports the use of simultaneous multiple communications drivers. Each protocol or driver used
in a server project is called a channel. A server project may consist of many channels with the same
communications driver or with unique communications drivers. A channel acts as the basic building block of
an OPC link. This group is used to specify general channel properties, such as the identification attributes
and operating mode.

Property Groups = Identification
game_ .
Ethemet Communications 'E_SC”pt":'“
White Optimizations : Driver :
Advanced -| Diagnostics
Diagnostics Capture Disahle
Identification
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Name: User-defined identity of this channel. In each server project, each channel name must be unique.
Although names can be up to 256 characters, some client applications have a limited display window when
browsing the OPC server's tag space. The channel name is part of the OPC browser information.

® ror information on reserved characters, refer to "How To... Properly Name a Channel, Device, Tag, and Tag
Group" in the server help.

Description: User-defined information about this channel.
# Many of these properties, including Description, have an associated system tag.

Driver: Selected protocol / driver for this channel. This property specifies the device driver that was selected
during channel creation. It is a disabled setting in the channel properties.

Note: With the server's online full-time operation, these properties can be changed at any time. This
includes changing the channel name to prevent clients from registering data with the server. If a client has
already acquired an item from the server before the channel name is changed, the items are unaffected. If,
after the channel name has been changed, the client application releases the item and attempts to re-
acquire using the old channel name, the item is not accepted. With this in mind, changes to the properties
should not be made once a large client application has been developed. Utilize the User Manager to prevent
operators from changing properties and restrict access rights to server features.

Diagnostics

Diagnostics Capture: When enabled, this option makes the channel's diagnostic information available to
OPC applications. Because the server's diagnostic features require a minimal amount of overhead
processing, it is recommended that they be utilized when needed and disabled when not. The default is
disabled.

® For more information, refer to "Communication Diagnostics” in the server help.

Not all drivers support diagnostics. To determine whether diagnostics are available for a particular driver, open
the driver information and locate the "Supports device level diagnostics" statement.

Channel Properties - Write Optimizations

As with any OPC server, writing data to the device may be the application's most important aspect. The
server intends to ensure that the data written from the client application gets to the device on time. Given
this goal, the server provides optimization properties that can be used to meet specific needs or improve
application responsiveness.

Property Groups = Write Optimizations
Cptimization Method Write Only Latest Value for All Tags

Diuty Cycle 10

General
Ethemet Communications

Write Optimizations

Optimization Method: controls how write data is passed to the underlying communications driver. The
options are:

« Write All Values for All Tags: This option forces the server to attempt to write every value to the
controller. In this mode, the server continues to gather write requests and add them to the server's
internal write queue. The server processes the write queue and attempts to empty it by writing data
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to the device as quickly as possible. This mode ensures that everything written from the client
applications is sent to the target device. This mode should be selected if the write operation order or
the write item's content must uniquely be seen at the target device.

« Write Only Latest Value for Non-Boolean Tags: Many consecutive writes to the same value can
accumulate in the write queue due to the time required to actually send the data to the device. If the
server updates a write value that has already been placed in the write queue, far fewer writes are
needed to reach the same final output value. In this way, no extra writes accumulate in the server's
queue. When the user stops moving the slide switch, the value in the device is at the correct value at
virtually the same time. As the mode states, any value that is not a Boolean value is updated in the
server's internal write queue and sent to the device at the next possible opportunity. This can greatly
improve the application performance.

Note: This option does not attempt to optimize writes to Boolean values. It allows users to
optimize the operation of HMI data without causing problems with Boolean operations, such as a
momentary push button.

- Write Only Latest Value for All Tags: This option takes the theory behind the second optimization
mode and applies it to all tags. It is especially useful if the application only needs to send the latest
value to the device. This mode optimizes all writes by updating the tags currently in the write queue
before they are sent. This is the default mode.

Duty Cycle: is used to control the ratio of write to read operations. The ratio is always based on one read for
every one to ten writes. The duty cycle is set to ten by default, meaning that ten writes occur for each read
operation. Although the application is performing a large number of continuous writes, it must be ensured
that read data is still given time to process. A setting of one results in one read operation for every write
operation. If there are no write operations to perform, reads are processed continuously. This allows
optimization for applications with continuous writes versus a more balanced back and forth data flow.

Note: It is recommended that the application be characterized for compatibility with the write
optimization enhancements before being used in a production environment.

Channel Properties - Advanced

This group is used to specify advanced channel properties. Not all drivers support all properties; so the
Advanced group does not appear for those devices.

Property Groups =l Non-Nemalized Hoat Handling
General Floating-Poirt Values Replace with Zero
Wite Optimizations = Inter-Device Delay

Inter-Dievice Delay ims) 1]

Non-Normalized Float Handling: Non-normalized float handling allows users to specify how a driver
handles non-normalized IEEE-754 floating point data. A non-normalized value is defined as Infinity, Not-a-
Number (NaN), or as a Denormalized Number. The default is Replace with Zero. Drivers that have native
float handling may default to Unmodified. Descriptions of the options are as follows:

« Replace with Zero: This option allows a driver to replace non-normalized IEEE-754 floating point
values with zero before being transferred to clients.

« Unmodified: This option allows a driver to transfer IEEE-754 denormalized, normalized, non-
number, and infinity values to clients without any conversion or changes.

Note: This property is disabled if the driver does not support floating point values or if it only supports the
option that is displayed. According to the channel's float normalization setting, only real-time driver tags
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(such as values and arrays) are subject to float normalization. For example, EFM data is not affected by this
setting.lin

® For more information on the floating point values, refer to "How To ... Work with Non-Normalized Floating
Point Values" in the server help.

Inter-Device Delay: Specify the amount of time the communications channel waits to send new requests to
the next device after data is received from the current device on the same channel. Zero (0) disables the

delay.

Note: This property is not available for all drivers, models, and dependent settings.

Channel Properties - Data Source Settings

The Data Source Settings property group is used to configure various data source settings. It is located in
Channel Properties.

Property Groups =I Data Source Settings
Data Source
General
Write Optimizations Eﬂemar:: .
Advanced asswol
Login Timeout (s) 5

Data Source

This property is used to select a Data Source Name (DSN). A DSN must be created and configured for a data
source before it will appear in this list and the ODBC database. For information on how to do so, follow the
instructions below.

1. Tostart, Click the Data Source property to get the Data Source Selection pop up.
2. Click Configure DSN to open the Microsoft® ODBC Data Source Administrator.

3. Selecteither the User DSN or System DSN tab. Data source types are local to the computer: the
User DSN is user-dedicated, whereas the System DSN can be accessed by any user with privileges.

4. Next, map an ODBC data source to a data source name.
5. Once a DSN has been configured successfully, it will appear in the Data Source drop-down menu.

For more information, refer to Data Source Setup.

User Name and Password
The User Name and Password settings are only needed if required by the data source. For example, these
fields are required when using SQL server authentication.

Note: Some data sources allow Windows NT Authentication to be used in order to gain access to the data
source. When used, the data source will ignore the User Name and Password specified in the Data Source
Settings tab and will use the network Login ID instead. For more information, refer to Data Source
Authentication.

Login Timeout
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This property specifies the number of seconds that the server will wait for a response before timing out
when attempting to connect to the ODBC data source. The default setting is 5 seconds. The range is 1-99999
seconds.

Device Properties - General

A device represents a single target on a communications channel. If the driver supports multiple controllers,
users must enter a device ID for each controller.

Property Groups = Identification
e
Scan Mode gfscnmll?ﬁ: :
Ethemet Encapsulation annel Nssignment
. Crriver
Timing
Auto-Demotion Mode!
D Format Decimal
Redundancy
D 2
= Operating Mode
Data Collection Enable
Simulated Mo
Identification

Name: This property specifies the name of the device. Itis a logical user-defined name that can be up to
256 characters long, and may be used on multiple channels.

Note: Although descriptive names are generally a good idea, some OPC client applications may have a
limited display window when browsing the OPC server's tag space. The device name and channel name
become part of the browse tree information as well. Within an OPC client, the combination of channel name
and device name would appear as "ChannelName.DeviceName".
® For more information, refer to "How To... Properly Name a Channel, Device, Tag, and Tag Group" in server
help.

Description: User-defined information about this device.
@ Many of these properties, including Description, have an associated system tag.

Channel Assignment: User-defined name of the channel to which this device currently belongs.
Driver: Selected protocol driver for this device.

Model: This property specifies the specific type of device that is associated with this ID. The contents of the
drop-down menu depends on the type of communications driver being used. Models that are not supported
by a driver are disabled. If the communications driver supports multiple device models, the model selection
can only be changed when there are no client applications connected to the device.

Note: If the communication driver supports multiple models, users should try to match the model
selection to the physical device. If the device is not represented in the drop-down menu, select a model that
conforms closest to the target device. Some drivers support a model selection called "Open," which allows
users to communicate without knowing the specific details of the target device. For more information, refer
to the driver help documentation.
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ID: This property specifies the device's driver-specific station or node. The type of ID entered depends on
the communications driver being used. For many communication drivers, the ID is a numeric value. Drivers
that support a Numeric ID provide users with the option to enter a numeric value whose format can be
changed to suit the needs of the application or the characteristics of the selected communications driver.
The ID format can be Decimal, Octal, and Hexadecimal.

Note: If the driver is Ethernet-based or supports an unconventional station or node name, the device's
TCP/IP address may be used as the device ID. TCP/IP addresses consist of four values that are separated by
periods, with each value in the range of 0 to 255. Some device IDs are string based. There may be additional
properties to configure within the ID field, depending on the driver. For more information, refer to the
driver's help documentation.

Operating Mode

Data Collection: This property controls the device's active state. Although device communications are
enabled by default, this property can be used to disable a physical device. Communications are not
attempted when a device is disabled. From a client standpoint, the data is marked as invalid and write
operations are not accepted. This property can be changed at any time through this property or the device
system tags.

Simulated: This option places the device into Simulation Mode. In this mode, the driver does not attempt to
communicate with the physical device, but the server continues to return valid OPC data. Simulated stops
physical communications with the device, but allows OPC data to be returned to the OPC client as valid data.
While in Simulation Mode, the server treats all device data as reflective: whatever is written to the simulated
device is read back and each OPC item is treated individually. The item's memory map is based on the group
Update Rate. The data is not saved if the server removes the item (such as when the server is reinitialized).
The default is No.

Notes:

1. This System tag (_Simulated) is read only and cannot be written to for runtime protection. The System
tag allows this property to be monitored from the client.

2. InSimulation mode, the item's memory map is based on client update rate(s) (Group Update Rate for
OPC clients or Scan Rate for native and DDE interfaces). This means that two clients that reference
the same item with different update rates return different data.

# Simulation Mode is for test and simulation purposes only. It should never be used in a production
environment.

Device Properties - Scan Mode

The Scan Mode specifies the subscribed-client requested scan rate for tags that require device
communications. Synchronous and asynchronous device reads and writes are processed as soon as
possible; unaffected by the Scan Mode properties.

Property Groups = Scan Mode
Scan Mode Respect Client-Specified Scan Rate |E|
Initial Updates from Cache | Disable

General

Scan Mode: specifies how tags in the device are scanned for updates sent to subscribed clients.
Descriptions of the options are:
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« Respect Client-Specified Scan Rate: This mode uses the scan rate requested by the client.
« Request Data No Faster than Scan Rate: This mode specifies the maximum scan rate to be used.
The valid range is 10 to 99999990 milliseconds. The default is 1000 milliseconds.

Note: When the server has an active client and items for the device and the scan rate value is
increased, the changes take effect immediately. When the scan rate value is decreased, the changes
do not take effect until all client applications have been disconnected.

« Request All Data at Scan Rate: This mode forces tags to be scanned at the specified rate for
subscribed clients. The valid range is 10 to 99999990 milliseconds. The defaultis 1000 milliseconds.

« Do Not Scan, Demand Poll Only: This mode does not periodically poll tags that belong to the
device nor perform a read to get an item's initial value once it becomes active. Itis the client's
responsibility to poll for updates, either by writing to the _DemandPoll tag or by issuing explicit device
reads for individual items. For more information, refer to "Device Demand Poll" in server help.

. Respect Tag-Specified Scan Rate: This mode forces static tags to be scanned at the rate specified
in their static configuration tag properties. Dynamic tags are scanned at the client-specified scan
rate.

Initial Updates from Cache: When enabled, this option allows the server to provide the first updates for
newly activated tag references from stored (cached) data. Cache updates can only be provided when the
new item reference shares the same address, scan rate, data type, client access, and scaling properties. A
device read is used for the initial update for the first client reference only. The default is disabled; any time a
client activates a tag reference the server attempts to read the initial value from the device.

Device Properties - Table Selection

Selecting Tables
This property is used to specify a table from which data will be accessed. All table names available from the
ODBC data source are available for selection.

- Table Selection

A number of tags are automatically generated in the server's tag database depending on the number of
fields in the selected table. An internal control tag is also generated in order to access data.

Internal |Access |Description
Control
Tag
MoveTo | Read/Write | This internal tag moves forward or backward to the specified record number. It
will continue updating the tags from its new position at the specified record
selection interval.*

*For more information, refer to Timing.

Device Properties - Timing Options

The driver simulates live data by traversing through all the records in the selected table at a rate set by the
user. The tags are initialized to the data contained in the first record. The driver automatically selects the
next record in the table at the setinterval. The tags contain the data from the selected record. When the last
record in the table is reached, users have the option to automatically start with the first record.
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=l Timing Options
Record Selection Interval (ms) 250
Automatic Looping Enable

Record Selection Interval
This property specifies the time interval for the driver to read the next record from the selected table. The
driver updates the tags at these intervals. The valid range is 100 milliseconds to 99999999 milliseconds.

Automatic Looping

When enabled, this property causes the driver to start reading from the first record when the last record is
reached. When unchecked, the driver will stop at the last record.

Running as an NT Service

An OPC server that only supports stand-alone program operation is usually forced to shut down when its
host machine experiences a user login or logout. This server, however, can continue to supply OPC data
across user login sessions by running as an NT service. This is crucial for many applications where the
server must provide data to OPC clients via DCOM. For these applications, the loss of a DCOM connection
cannot be tolerated.

Note: For more information, refer to the OPC server help file located in the server application under Help |
Server Help.

See Also: Connecting Remotely as an NT Service

Connecting Remotely as an NT Service

This ODBC communications application supports running as a service under Windows NT. When set to NT
service mode, this application will use the system account (anonymous user) instead of a user account by
default. This may pose a problem when trying to use Windows NT Authentication to connect to the remote
data source. An error message may appear stating "Login failed for user NT AUTHORITYAANONYMOUS
LOGON" in the OPC server.

It is recommended that SQL Authentication be used when the OPC server is running in NT service mode
because it provides a secure connection. It is possible, however, to set the data source to allow anonymous
logon. In this case, Windows NT Authentication may be used but will not provide a secure connection.

See Also: Setting Up SQL Authentication and Data Source Authentication.

Data Source Setup

For information on setting up a data source in the OPC server using the Advanced Simulator Driver, refer to
the instructions below.

Important: Users can configure a DSN using the Microsoft® ODBC Data Source Administrator launched
from the operating system's Start menu. Because the server is a 32 bit application, it is necessary that the
32 bit version of the administrator be used when configuring a System DSN. A 64 bit operating system will
launch the 64 bit version of the administrator by default; therefore, users may need to browse to the
SysWOW®64 directory to access the 32 bit version.

Note: If using MySQL, the MyODBC driver must be installed on the PC that is running this OPC server.
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1. Tostart, create a channel in the OPC server project. Then, right-click on that channel in the OPC
server application and select Properties.

2. Inthe Data Source Settings property group, click in the Data Source property. Then click Configure

DSN.
Property Groups = Data Source Settings
Data Source
General
Wiite Optimizations Usemame
Password ———
Advanced
Login Timeaout (s} 5

F N
Data Source Selechion ﬁ

Select the ODBEC data source this channel will represent. If you need to create or
modify a data source, dick the "Configure DSM..." button to open the CDBC
Data Source Administrator.

[ *] [ Configure DSM. .. J

[ oK ] [ Cancel ]

b

3. Inthis example, System DSNs are used because they are local to the computer and not user-
dedicated. Users may choose to select User DSNs as well, which are local to the computer and only
accessible to the current user. Click Add.

- ™
E CODEC Data Source Administrator ﬁ

User DSN | System DSN | File DSM I Drrivers | Tracing | Connection Pooling | About |

System Data Sources:

Mame Driver | Add... |

Remaove

Corfigure...

An ODBC System data source stores information about how to connect to
Ej; the indicated data provider. A System data source is visible to all users
= on this machine, including NT services.

| ok || Ccancel Apply Help
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4. Next, select the desired data source. In this example, the SQL Server data source is used.

s h
Create Mew Data Source ﬁ

Select a driver for which you want to set up a data source.

»

MName

Microsoft Parados Driver (".db )
Microsoft Paradox-Treiber ".db )
Microsoft Tesd Driver {"bd; *.csv)
Microsoft Texd-Treiber (" td; *.cav)
Microsoft Visual FoxPro Driver
Microsoft Visual FoxPro-Treiber

4 | 1] [

[t |

h - o ;Mo =

1

-

< Back [ Finish J [ Cancel

b

5. Name the ODBC data source and then select the SQL Server to which it will be connected. Then,
click Next.

F ™
Create a Mew Data Source to 5QL Server ﬁ

This wizard will help you create an ODEC data source that you can use to
connect to SGL Server.

What name do you want to use to refer to the data source?

a Mame: pubs

How dao you want to describe the data source?

Description:

Which 5GL Server do you want to connect to?
Server; -

Finish || MNet> | | Cancel | | Hebp

e

6. Ensure that the Windows NT Authentication default is selected. Click Next.

Note: If planning to use the OPC server in NT Service mode, refer to Running as an NT Service.
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Create a Mew Data Source to 5QL Server ﬁ

How should SCL Server verify the authenticity of the login 107

@ With Windows NT authentication using the network login |D.

}:l =, With SQL Server authentication using a login 1D and password
[ L | - entered by the user.

To change the network librany used to communicate with SGL Server,
click Client Configuration.

Client Corfiguration...

7 Connect to SGL Serverto obtain default settings for the
additional corfiguration options.

Admin

<Back || Net> | | Cancel | | Hep

L

7. Next, change the default database to the one for the desired connection. If the specific database is
unavailable, select the default instead.

Create a Mew Data Source to 5QL Server ﬁ

Change the default database to:
Pubs -

[] Attach database filename:

A

Create temporary stored procedures for prepared SGL statements and
drop the stored procedures:

I (@ Onby when you disconnect.

= WWhen you disconnect and as appropriate while you are
- connected.

Ise AMSI quoted identifiers.

Use ANSI nulls, paddings and wamings.

1 |Use the failover SQL Server if the primary SGAL Serveris not
available.

| <Back || MNet> | | Camesl | [ Hep

L

8. Continue through the Wizard, keeping the defaults as the remaining settings.

9. Testthe data source connection at the end by selecting Test Data Source. If the connection is good,
users will receive the message Test Successful.

www. kepware.com



16

Advanced Simulator Driver

ODBC Microsoft SQL Server Setup [
A new ODBC data source will be created with the following
configuration:

Microsaoft SGL Server ODBC Driver Version 06.01.7601 -

Data Source Mame: pubs

Data Source Description:

Server: SQL

Database: Pubs

Language: (Default)

Translate Character Data: Yes

Log Long Running Queres: No

Log Driver Statistics: Mo

IUse Regional Settings: Mo

Prepared Statements Option: Drop temporary procedures on
disconnect

lUse Failover Server: Mo

Ize ANS| Quoted |dentifiers: Yes

IUze ANSI Mull, Paddings and Wamings: Yes
Data Encryption: Mo

Test Data Source. .. [ QK ] [ Cancel ]

Data Source Authentication

Windows NT Authentication

The SQL server is configured to use authentication for security. It can authenticate with Windows NT
authentication by default through the use of the network Login ID. This makes SQL server logon transparent
and eliminates the need for a user name and password.

SQL Server Authentication

The SQL server has its own authentication method. In order to connect the OPC server to the SQL server
using SQL authentication, users must first set the authentication method in the SQL server to allow SQL
authentication. They must also define a Login ID and Password. Once completed, users may enter the user
name and password within the OPC server under the Channel Properties' Data Source Setting property

group.

See Also: Setting Up SQL Authentication and Running as an NT Service.

= Data Source Settings
Data Source
|semame
Password
Login Timeout (s) 4]

Setting Up SQL Authentication

Refer to the instructions below for information on how to setup SQL authentication. This is only necessary
when attempting to connect remotely to SQL server while running as an NT service.
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See Also: Running as an NT Service, Connecting Remotely as an NT Service and Data Source

Authentication.

1. Inthe SQL Manager, right-click on the SQL server icon in the tree and then select Properties.

'fiii Console Root'Microso Mew Window Fro

J Action  Yiew  Tools |J Refresh

Tree I Export List...

I:l Console Root Properties
El-- Microsoft SQL Servers k
H

{:l Databases
{:l Data Transformation Services
{:l Management

2. Open the Security tab and then select the mixed authentication mode SQL Server and Windows.

SQL Server Properties {Configure) - KEP_SOL El

Sermer Sethings I Databaze Settings I Replication | Active Directary
General I b ernony I Froceszor Security | Connections

— Security

SOL Server provides authentication based on Windows
accounts and a named SOL Server login D and pazswaord.

Authentication:
* S0OL Server and ‘Windows
 Windows anly

Audit level:
i~ Mane i Failure
" Success ol

— Startup zervice account
E Start and run SOL Server in the following account;

" System account

= Thiz account I.-'-‘-.dministratl:ur

Paszword:

Ixxxxxxxxxxxx

Help

k. I Cancel
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3.

4.

In the tree menu, right-click on the Security folder. Click Logins and then select New User.

i Console Root'Microsoft SOL Serve

J fction  Wiew  Tools |J = o= |E
Tree I
(7] Console Rook

El Microsoft SOL Servers
Elﬁ S0L Server Group
-y 5L (windows NT)

-] Databases
{:l Data Transformation Se
#-{_] Management
#-{_] Replication
=2 Security
B oo
S Server Roles
Linked Servers
E =9 Remote Servers

-2 Support Services
-] Meta Data Services

In the New Login dialog, select the General tab. Define a user name and password.

General | Server Hn:-lesl Databaze Access

&

ALthenticatian

Defaults

SQL Server Login Properties - New Login

M ame: IiDhﬂ

i~ windows Authentication

[ramain:
Secunty access;
% Grant access

" Deny access

{* SOL Server Authentication

HEHEKK

Pazzword:

Specify the default language and databaze for thiz login.

[ atabaze;

Language:

Help

5. Next, open the Database Access tab and select the database to which the user will connect.
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6. Select a role for the database. In this example, Public is used. When finished, click Properties.

SOL Server Login Properties - New Login El

General I Server Boles  [atabase Access |

Specify which databases can be acceszed by this login.

Permit |Datal:uase |L|ser |ﬂ
OB Morthwind
B master
COE model
| mzdb
@ puibs johin

O @ tempdb 3

D atabaze roles for ‘pubs’

Permit in D atabaze Fole

public
1€ db_owner -
(1€ db_acceszadmin
1% db_securityadmin
1€ db ddiadmin [
Properties |

2k, I Cancel | Help |
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7. Under Database Role Properties, click on Permissions....

Database Role Properties - public x|
General |
& M ame:
public Permizzions. .. I

SOL Server supports bwo types of databaze roles: standard roles, which
cohtain members, and application rales, which require a pazswaord.

[ atabaze role wpe:
¥ Standard role

{User |

ﬁ dbio
ﬁ guest

ﬁ pubzGroup

Add... | Hemonve

= Application role

FPazzword: I

] | Cancel | Spply Help

8. Check the boxes of the objects that the user will be able to access. In this example, the user is
allowed to perform "Select" queries on the "author" table.
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Database Role Properties - pubs x|

Permiszions |

w Database role: M

& List all objects
™ Ligt orly objects with permissions fior thiz role.
Dbject Daner SELECT |[IMSERT |UPDATE |DELETE |EXEC |DRI |«

_BurmpdlPar..  dbo O

@' _OneParameter  dbo O

Z _Returriialue..  dho O

ﬁ _StingToMu...  dbo O

Fl _TwoParameter dho O

authors dbo v ) O N O 1

&5 bugroyalty dbo v 4 _
o I T . — — — — =

1l il
Columns...

OF. I Cancel Lpply Help

Setup before continuing.

10. Inthe OPC server, select Tools | Options. Open the Service tab and then check Automatically
Start as a Windows NT Service.

11. Return to the OPC Server application and then right-click on the channel and select Properties. Open
the Data Source Settings property group and click Configure DSN.
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Property Groups = Data Source Settings
Data Source
General .
Wiite Optimizations semame
Advanced Password
Login Timeout {s) 5

F N
Data Source Selection ﬁ

Select the ODBC data source this channel will represent. If you need to create or
modify a data source, dick the "Configure DSM..."™ button to open the CDBC
Data Source Administrator,

[ *] [ Configure DSM... ]

[ oK ] [ Cancel ]

e

12. Select the System DSN that was created and then click Configure.

- N
g CODEC Data Source Administrator ﬁ

User DSN | System DSN | File DSM I Drrivers | Tracing | Connection Pooling | About |

System Data Sources:

| Add... |

pubs S0QL Server Remove

Mame Diriver

Corfigure...

An ODBC System data source stores information about how to connect to
the indicated data provider. A System data source is visible to all users
on this machine, including NT services.

=)

OK || Cancel || Mppy || Heb
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13. Next, confirm both the data source name and the server name. Then, select Next.

Create a3 Mew Data Source to SQL Server ﬁ

This wizard will help you create an ODBC data source that you can use to
connect to SOL Server.

What name do you want to use to refer to the data source?

,.f’.-l Mame: pubs

How do you want to descrbe the data source?

Description:

Which SGL Server do you want to connect to?

Server: RN -

Finish || MNet> | | Cancel | | Hebp

L

14. Check With SQL Server Authentication using a login ID and password entered by the user.

15. Check Connect to SQL Server to obtain default settings for the additional configuration
options. Then, enter the user name and password for the user defined in the SQL Server.

Create a Mew Data Source to SQL Server @

How should SQL Server verfy the authenticity of the login (D?

(71 With Windows NT authentication using the network login 1D

j—f,l = With SGL Server authentication using a login |0 and password
el f——i =~ entered by the user.

To change the networl librany used to communicate with SCGL Server,
click Cliert Configuration.

Cliert Corfiguration...

Connect to SGL Server to obtain default settings for the
additional configuration options.

Login ID: john

Password: *ees|

<Back || MNed> | | Cancel | | Hebp

L

16. Continue through the Wizard, keeping the default settings for the remaining properties. Test the data
source connection at the end by selecting Test Data Source. If the connection is good, users will
receive the message Test Successful.
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=

CDBC Microsoft SQL Server Setup

2]

A new ODBC data source will be created with the following
configuration:

Microsoft SQL Server QDBC Driver Version 06.01.7601

Data Source Mame: pubs

Data Source Description:

Server: SQL

Database: Pubs

Language: (Default)

Translate Character Data: Yes

Log Long Running Queres: No

Log Driver Statistics: Mo

IUse Regional Settings: Mo

Prepared Statements Option: Drop temporary procedures on
disconnect

lUse Failover Server: Mo

Ize ANS| Quoted |dentifiers: Yes

IUze ANSI Mull, Paddings and Wamings: Yes
Data Encryption: Mo

Test Data Source. .. [ QK ] [ Cancel ]
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Data Types Description

Data
Type

Description

Boolean

Single bit

Byte

Unsigned 8-bit value

bit 0 is the low bit
bit 7 is the high bit

Char

Signed 8-bit value

bit O is the low bit
bit 6 is the high bit
bit 7 is the sign bit

Word

Unsigned 16-bit value

bit 0 is the low bit
bit 15 is the high bit

Short

Signed 16-bit value

bit 0 is the low bit
bit 14 is the high bit
bit 15 is the sign bit

DWord

Unsigned 32-bit value

bit 0 is the low bit
bit 31 is the high bit

Long

Signed 32-bit value

bit 0 is the low bit
bit 30 is the high bit
bit 31 is the sign bit

Float

32-bit Floating point value.

The driver interprets two consecutive 16 bit registers as a Floating point value by making the
second register the high word and the first register the low word.

Double

64-bit Floating point value

String

Zero-terminated character array. This driver limits string lengths to 256 characters.

Note: The default data type is String.
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Address Descriptions

Tag validation will only occur when a tag is requested by a client application. If a link to the ODBC data
source cannot be made by the driver or the address that the tag references cannot be resolved by the driver
(meaning that the address cannot be mapped to the data set in the ODBC data source) then the tag's data
quality will be set to bad. The appropriate error message will be placed in the OPC server's event log. For
more information, refer to Error Descriptions.
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Error Descriptions

The following messages may be generated. Click on the link for a description of the message.

Address Validation

Missing address.

Device address <address> contains a syntax error.

Data Type <type> is not valid for device address <address>.

Device address <address> is read only.

Array support is not available for the specified address: <address>.

Device Status Messages
Write request rejected on read-only item reference <channel name><device
name><address>.

Advanced Simulator Driver Specific Messages
Configuration
Unable to retrieve table names.

Unable to retrieve table column names.
Unable to retrieve table row count.

Runtime
Unable to connect to data source on channel <channel name>.

Unable to open recordset on device <device name>.

Unable to query recordset on device <device name>.

Unable to retrieve database value for tag <tag address> on device <device name>.
Unable to read internal tag <tag address> on device <device name>.

Unable to write to internal tag <tag address> on device <device name>.

Data source <data source name> is configured as Read Only (all writes will be rejected).

Missing address.

Error Type:
Warning

Possible Cause:
A tag address that has been specified statically has no length.

Solution:
Re-enter the address in the client application.

Device address <address> contains a syntax error.

Error Type:
Warning

Possible Cause:
A tag address that has been specified statically contains one or more invalid characters.

Solution:
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1. Re-enter the address in the client application if the address is dynamic.

2. Re-enter the address in the server application if the address is static.

Data Type <type> is not valid for device address <address>.

Error Type:
Warning

Possible Cause:
A tag address that has been specified statically has been assigned an invalid data type.

Solution:
Modify the requested data type in the client or server application.

Device address <address> is read only.

Error Type:
Warning

Possible Cause:
A tag address accessed by the client has requested an access mode that is not compatible with what the
data source supports for that address.

Solution:
Change the access mode in the client application, Device Properties or under the actual tag in the server's
tag database.

Note:
Some data sources do not support Write access, whereas others support it for specific items only.

Array support is not available for the specified address: <address>.

Error Type:
Warning

Possible Cause:
A tag address that has been specified statically contains an array reference for an address type that doesn't
support arrays.

Solution:

1. Re-enter the address in the client application in order to remove the array reference.

2. Correct the address type.

Write request rejected on read-only item reference <channel name><device
name><address>.

Error Type:
Serious
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Possible Cause:
A tag that has been specified as read only cannot be written to.

Solution:
N/A

Unable to retrieve table names.

Error Type:
Serious

Possible Cause:

1. The ODBC data source is not available.
2. The ODBC data source does not contain any tables.

Solution:

1. Verify that the ODBC data source is configured properly and that it is accessible by the user or from
a remote machine.

2. Verify that the ODBC data source contains at least one table.

Note:
The ODBC Specific Error returned by the ODBC data source driver contains specific information on the
cause of the problem.

Unable to retrieve table column names.

Error Type:
Serious

Possible Cause:

1. The ODBC data source is not available.
2. The ODBC data source table does not contain any columns.

Solution:

1. Verify that the ODBC data source is configured properly and that it is accessible by the user or from
a remote machine.

2. Verify that the ODBC data source table contains at least one column.

Note:
The ODBC Specific Error returned by the ODBC data source driver contains specific information on the
cause of the problem.

Unable to retrieve table row count.

Error Type:
Serious

Possible Cause:
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1. The ODBC data source is not available.
2. The ODBC data source table does not contain any records.

Solution:

1. Verify that the ODBC data source is configured properly and that it is accessible by the user or from
a remote machine.

2. Verify that the ODBC data source table contains at least one record.

Note:
The ODBC Specific Error returned by the ODBC data source driver contains specific information on the
cause of the problem.

Unable to connect to data source on channel <channel name>.

Error Type:
Serious
Possible Cause:

1. The ODBC data source is not available.

2. The ODBC data source is not accessible based on user name and password.

Solution:

1. Verify that the ODBC data source is configured properly and that it is accessible by the user or from a
remote machine.

2. Verify that the authentication settings are properly configured in the data source (if applicable).

Note:
The ODBC Specific Error returned by the ODBC data source driver contains specific information on the
cause of the problem.

See Also:

Data source <data source name> is configured as Read Only (all writes will
be rejected).

Error Type:
Serious

Possible Cause:
The ODBC data source is configured such that writes are not allowed.

Solution:
This should not create any trouble as all the tags are Read Only.
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Unable to open recordset on device <device name>.

Error Type:

Serious

Possible Cause:
1. The ODBC data source is not available.
2. The ODBC data source is not accessible based on user name and password.
3. The table or query specified by the device no longer exists.

Solution:

1. Verify that the ODBC data source is configured properly and that it is accessible by the user or from
a remote machine.

2. Verify that the table or query is supported by the data source.

Note:
The ODBC Specific Error returned by the ODBC data source driver contains specific information on the
cause of the problem.

Unable to query recordset on device <device name>.

Error Type:
Serious

Possible Cause:
The ODBC data source is no longer available.

Solution:
Verify that the ODBC data source is accessible by the user or from a remote machine.

Note:
The ODBC Specific Error returned by the ODBC data source driver contains specific information on the
cause of the problem.

Unable to retrieve database value for tag <tag address> on device <device
name>.

Error Type:
Serious

Possible Cause:

1. The ODBC data source is no longer available.
2. The tag represents an address that cannot be resolved into a value available from the data source.

Solution:

1. Verify that the ODBC data source is accessible by the user or from a remote machine.
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2. Verify that the tag represents an address that is supported by the data source and/or access
method.

Unable to read internal tag <tag address> on device <device name>.

Error Type:
Serious

Possible Cause:
The internal tag depends on a successful response from the ODBC data source which is no longer available.

Solution:
Verify that the ODBC data source is still accessible by the user or from a remote machine.

Note:
The ODBC Specific Error returned by the ODBC data source driver contains specific information on the
cause of the problem.

Unable to write to internal tag <tag address> on device <device name>
(Reason: ODBC Specific Error).

Error Type:
Serious

Possible Cause:
The internal tag depends on a successful response from the ODBC data source which is no longer available.

Solution:
Verify the ODBC data source is still accessible by the user or from a remote machine.

Note:
The ODBC Specific Error returned by the ODBC data source driver contains specific information on the
cause of the problem.
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